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Executive Summary 
 

Title: Information Warfare in the Digital Age – Propaganda, Cyberattacks and the Protection of 

Democratic Institutions 

 

Author: Major Isaac Shults, United States Marine Corps 

Thesis: To counter threats posed by information warfare, the United States must protect its 

interests and uphold the values and institutions of democratic governance through proactive, 

rational, and unbiased security policy and oversight, technology advancements, and digital 

literacy education and public awareness. 

Discussion: State and nonstate actors use cyberspace and the information environment to engage 

in gray zone conflict against the United States. Information warfare and cyberattacks conducted 

by government-controlled, government-sponsored, and nonstate actors exploit the vulnerabilities 

of US civil liberty protections and exacerbate extant political polarization to attack and 

undermine US institutions and interests. The incorporeal nature of threats in cyberspace and the 

information environment is further complicated by misinformation and disinformation 

campaigns designed to cast doubt on the credibility of individuals and institutions attempting to 

warn and guard against the threat. There are technological, psychological, and procedural 

conditions that contribute to US susceptibility to information warfare attacks. These three 

conditions are the categories that must be considered when developing solutions to combat 

threats and attacks in the information environment in order to develop a comprehensive approach 

to address the threats posed by malevolent actors while maintaining the public trust.  

Conclusion: The United States must ensure that national security solutions to information 

warfare attacks strike the appropriate balance between liberty and security to maintain public 

trust and defend national interests through security policy and oversight, technology 

advancements, and digital literacy education and public awareness. 
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Introduction 

Threats and attacks in the information environment and cyberspace pose clear and 

definite risks to US national security. However, the US public is unaware of the extent of the 

threat posed by malevolent actors such as China, Russia, and violent extremist organizations 

(VEOs) because of ambiguity about the nature of the conflict, opacity of the parties involved, 

and uncertainty about the relevant policy and legal framework applicable to such threats.1  

Cyberattacks have the potential to infiltrate and disrupt the information systems 

necessary for US economic and national security activities. However, when combined with a 

holistic information warfare campaign, the repercussions of cyberattacks extend far beyond their 

immediate financial and physical security impacts. Information attacks targeting the credibility 

of our system of government damage the public trust in institutions necessary to the functioning 

of a liberal democracy. Without care, the policy and security solutions implemented to counter 

information warfare will undermine the democratic institutions and ideals the United States seeks 

to protect. Policies implemented in fear and based on misinformation and disinformation are 

ineffective and advance the cause of those attacking the United States. Therefore, the United 

States must protect its interests and uphold the values and institutions of democratic governance 

through proactive, rational, and unbiased security policy and oversight, technology 

advancements, and digital literacy education and awareness.   

State and nonstate actors use cyberspace and the information environment to engage in 

gray zone conflict against the United States. The hybrid integration of information warfare, 

cyberattacks, psychological warfare, cybercrime, and cyberespionage against a US government 

established on free speech and the right to privacy presents a complex problem set. Information 
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warfare and cyberattacks conducted by government-controlled, government-sponsored, and 

nonstate actors exploit the vulnerabilities of US civil liberty protections and exacerbate extant 

political polarization to attack and undermine US institutions and interests. The result is a 

politically divided US population that is as fearful and suspicious of solutions to counter foreign 

information warfare as the threat posed by malicious actors.  

The incorporeal nature of threats in cyberspace and the information environment makes it 

difficult for the US population to understand the threat. This is further complicated by 

misinformation and disinformation campaigns designed to cast doubt on the credibility of 

individuals and institutions attempting to warn and guard against the threat. The distrust sown by 

information warfare attacks renders US officials and institutions seeking to implement legal and 

policy solutions designed to address foreign information warfare threats vulnerable to 

information attacks.  

The complexity of defining and addressing threats in the information and cyber domains 

is illustrated in the analogies used to discuss them. For example, cyberattacks are referred to as a 

“Cyber Pearl Harbor” and “Cyber Armageddon.”2  In addition, discussions regarding protected 

speech often fail to distinguish social media from the internet and incorrectly describe both terms 

as the “new public square”3 While these analogies are employed to relate complex and 

ambiguous threats to familiar concepts, they fail to achieve the desired effect because the nuance 

is lost in the simplicity of the analogy. A “Cyber Pearl Harbor” does not result in the visual and 

emotionally jarring scenario of US Navy ships burning and sinking in US ports. Propagandists 

on social media are not identifiable as foreign adversaries shouting in the public square. 

Analogies used to highlight danger and importance become counterproductive when they fall 
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short of expectations, are subsequently ignored by the public or become incorporated into the 

very information warfare attacks the analogies are intended to address.  

The United States has dealt with foreign threats and the fear of foreign threats before, and 

it bears the scars of those reactions. The Red Scares after World War I and World War II are part 

of social consciousness in memories of McCarthyism, Japanese internment camps, and the 

abuses of US intelligence and law enforcement during the 1950s, 1960s, and 1970s.4 In recent 

years, information leaked by hackers, activists, and whistleblowers has contributed to public 

distrust of US intelligence collection programs.5 Foreign adversaries exploit this public distrust, 

and US efforts to guard against foreign aggression in the information environment are viewed 

with skepticism. US policymakers and national security professionals face the difficult task of 

guarding against attacks that exploit US legal protections and play upon public distrust of 

government remedies. In order to accomplish this task, the US must develop a comprehensive 

model of technological solutions, public-private partnerships, public awareness/education, and 

narrowly focused legislation and policy reform to target malevolent actors without infringing 

upon the rights of US citizens or losing public trust. 

Part I of this paper outlines pertinent terms and definitions that play an essential role in 

understanding the nature of threats and attacks in the information environment and cyberspace. 

Part II notes various state and nonstate actors that execute activities in the information 

environment and cyberspace. It also discusses Russian operational units that conduct information 

and cyberattacks. Part III examines the technological, psychological, and procedural conditions 

that contribute to US susceptibility to information warfare attacks. It also provides a case study 

of the SolarWinds attack. Part IV sets forth the categories that must be considered when 
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developing solutions to combat threats and attacks in the information environment. It also 

includes suggestions to develop a comprehensive approach to address the threats posed by 

malevolent actors while maintaining the public trust.     

Key Terms and Definitions 

 Several terms play an important role in understanding the complexities of threats and 

attacks in the information environment and cyberspace. First, the information environment is the 

aggregate of individuals, organizations, and systems that collect, process, disseminate, or act on 

information.6 Information operations  are the “integrated employment … of information-related 

capabilities … to influence, disrupt, corrupt, or usurp the decision-making of adversaries and 

potential adversaries.”7  These information-related capabilities are tools, techniques, or activities 

employed within a dimension of the information environment to create effects and operationally 

desirable conditions.8 Information-related capabilities are the weapons of information warfare, 

which uses and manages information to pursue a competitive advantage, including both 

offensive and defensive operations.9 The dissemination of factual information is an important 

element of information operations, but the United States must guard against propaganda, 

misinformation, and disinformation employed by adversaries to undermine US national interests.  

 Further, how information is distributed within the information environment is critical to 

understanding the nature of the threat and countering it. As such, the use of cyberspace for the 

distribution of information is central to this discussion. The information environment 

encompasses more than cyberspace alone, but the characteristics of cyberspace increase its 

prevalence in the context of information warfare. Cyberspace is a global domain within the 

information environment that consists of the interdependent network of information technology 
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infrastructures and resident data, including the internet, telecommunications networks, computer 

systems, and embedded processors and controllers.10 Cyberspace has given rise to new versions 

of old activities, like cybercrime, cyberterrorism, and cyberespionage, but with the technical and 

policy complexities of defending against these threats in the cyber domain.  

 Information-related capabilities that utilize cyberspace present an especially complex set 

of problems for the United States, both from a technical and policy standpoint. It is essential to 

differentiate between cyberattacks/cyberterrorism/cybercrime and cyber-enabled activity. A 

criminal activity that occurs in cyberspace is not necessarily a cyberattack. For example, 

cyberterrorism is the “unlawful attack and threat of attack against computers, networks, and the 

information stored therein when done to intimidate or coerce a government or its people in 

furtherance of political or social objectives.”11 However, cyberterrorism is distinguishable from 

cyber-enabled terrorist attacks or activities, such as a terrorist organization that uses social media 

and online banking to recruit, plan, and fund terrorist activities. Both have elements within 

cyberspace, but only cyberterrorism would be considered a cyberattack. This difference is 

essential to understanding the means and methods of countering attacks and which organizations 

have the authority and ability to do so. 

 It is also important to differentiate between crime and espionage enabled by cyber 

activity and criminal and espionage operations conducted using cyber tools/attacks. Cyber-

attacks use malicious computer code to disrupt computer processing or steal data, as opposed to 

computer-enabled social engineering attacks that exploit human behavior to gain access to 

information or systems. 12 A comprehensive discussion of cyber-attacks is well beyond the scope 

of this paper, but there are a few terms that are specifically relevant to the examples that will be 

discussed. The first is ransomware, defined as malicious software, or malware, that prevents 
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access to computer files, systems, or networks and demands a ransom for their return. 

Ransomware attacks result in costly disruptions to operations and critical information and data 

loss.13 The second term is Advanced Persistent Threat (APT), which is an adversary with 

sophisticated levels of expertise and significant resources. Through the use of cyber, physical, 

and deception methods, APTs generate opportunities to achieve objectives by establishing and 

extending footholds within the information technology infrastructure of organizations.14 This 

allows APTs to continually exfiltrate information or undermine or impede critical aspects of a 

mission, program, or organization, or place itself in a position to do so in the future.15 In 

addition, APT is sometimes used to refer to the attack itself rather than the actor.16    

 Finally, the term gray zone conflict is important to this discussion as it describes the 

nature of the ongoing conflict and operations undertaken by adversaries of the United States. 

Gray zone challenges are competitive interactions among and within state and nonstate actors 

that fall between the traditional war and peace duality and are characterized by ambiguity about 

the nature of the conflict, opacity of the parties involved, or uncertainty about the relevant policy 

and legal frameworks.17 Consequently, gray zone conflict is “another type war, new in its 

intensity, ancient in its origin.”18 Aggressive yet ambiguous operations in cyberspace and the 

information environment are potent elements of gray zone conflict.  

State and Non-State Malevolent Actors 

 

 There are numerous examples of state and nonstate actors that execute various activities 

in the information environment and cyberspace. Many state and nonstate actors use information-

related technologies for a variety of operations. The methods and tools of these actors are as 

numerous as the actors who conduct them. The capabilities and goals of malevolent actors 
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dictate the tools and tactics to achieve their ends. The variety of threats in the information 

environment necessitates various solutions, and the United States must be prepared to address a 

wide variety of threats with a wide variety of solutions. 

 This paper focuses on Russia, China, and VEOs, but these are only three of the numerous 

malevolent actors operating in the information environment and cyberspace. North Korea and 

Iran are additional examples of nation-states with well-resourced and sophisticated cyber-attack 

and information warfare capabilities. North Korea and Iran pose significant threats to US 

interests, both in their sophistication and willingness to attack and undermine US interests, but 

they are currently not as pervasive as China nor as disruptive as Russia.19 The focus is 

predominantly on Russia because it displays a range of capabilities and tactics in cyber space and 

the information environment similar to threats posed by many other state and nonstate actors.  

Violent Extremist Organizations  

 VEO like Al-Qaida and the Islamic State (ISIS) are examples of adversarial nonstate 

entities operating in cyberspace and the information environment with goals counter to the 

United States. These entities use cyberspace and the information environment to promote 

ideology, recruit, raise funds and spread fear. Organizations like Al-Qaida and ISIS create and 

use public and private websites to support their training, education, and recruitment goals and 

illicit funds. They are active on social and traditional media and will engage in cybercrime to 

raise and distribute funds.20 ISIS, for example, employs a full-spectrum information operations 

campaign that links military operations to political/ideological objectives to create a unified 

narrative far beyond the geographic areas of Iraq and Syria. It promotes terrorist activities 

conducted in one region to garner financial and ideological support from a dispersed online 
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community. ISIS tailors its messages and propaganda to radicalize and appeal to potential 

recruits, thus establishing a network of supporters willing to collect information, conduct 

operations, and relay funds and messages worldwide, despite having no centralized physical 

location of leadership and coordination. The broad and decentralized dispersion of ISIS 

propaganda attracts followers, who then conduct terrorist activities amplified and promoted 

through the ISIS messaging campaign, thereby drawing additional followers. 

 VEO activities in cyberspace are not purely ideological. Al-Qaida, ISIS, and other VEOs 

engage in cybercrime to raise funds for terrorist activities, and the use of cybercrime for this 

purpose further illustrates the interrelated nature of activities in cyberspace. For example, a 

group of terrorists in the UK was convicted of using stolen credit card information to purchase 

military equipment online, including night vision and GPS, hundreds of prepaid cell phones, and 

over 250 airline tickets for jihadist fighters. The group registered hundreds of internet web 

domains and laundered thousands in stolen money. The terrorists charged more than $3.5 million 

using a database containing more than 37,000 stolen credit card numbers.21 These individuals 

provided equipment, funds, and information to support terrorist activities while harboring under 

the protections of a democratic country that upholds the laws of free speech and privacy that they 

used to espouse their beliefs and hide their activities.  

China 

VEOs and nonstate actors are not the only malevolent organizations that benefit from 

global communications technologies and democratic civil liberties. China is an example of a 

state actor routinely active in the information environment and cyberspace. China does not take 

the same information warfare and propaganda approach as Russia or VEOs. While both Russia 
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and China mix cyber and information operations with other elements of national power, China 

takes a more measured approach to disseminating information and offensive cyber tactics. To 

better explain the contrast between China and Russia, if Russia is best described as a hurricane 

due to its visibly disruptive and damaging tactics, China’s implacable and pervasive slow 

advance would be comparable to climate change.22 The centralized, measured, controlled, and 

long-term outlook of Chinese actions in cyberspace and the information environment are 

characteristic of Chinese strategy for information warfare. 

China is known to adopt a holistic and measured approach in its information warfare 

campaigns. For example, China’s consistent messaging concerning its claims in the South China 

Sea is part of a coherent narrative to legitimize its activities. In addition, China’s offensive cyber 

operations are primarily focused on governmental, economic, and industrial espionage. General 

Keith Alexander, who directed the National Security Agency from 2005 to 2014 and dual-hatted 

as the first commander of US Cyber Command from 2010 to 2014, described China’s success in 

these endeavors as “the greatest transfer of wealth in history.”23  In contrast to the disruptive 

tactics of Russian aligned hackers, China focuses on “slow burn” offensive cyber operations, 

where their goal is not to break the current world order in which they hold a strong position but 

rather to shape the current world order for continued advantage.24 For instance, the cybersecurity 

group FireEye has identified at least ten APTs operated by the Chinese Communist Party, with 

nine such threats focused on industrial espionage.25 China’s creation of the Strategic Support 

Force (SSF) to combine cyber operations with space, electronic warfare, and psychological 

warfare is part of the Chinese strategy for an integrated campaign for conflict with the United 

States.26 China also co-opts a large civilian hacker network when necessary. Through its 

extensive and intrusive domestic cyber monitoring practices, China knows the identities and 
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activities of Chinese civilian hackers. It uses these hackers as a proxy force extension of the state 

to retain deniability while maintaining an intrusive forward cyber presence.27 These efforts are 

part of the Chinese strategy to obtain information superiority in future conflicts against a more 

powerful adversary like the United States.  

Russia 

 Russia is one of the most active US adversaries in cyberspace and the information 

environment. Russia integrates political, economic, and informational elements into its cyber 

operations in a hybrid warfare model called “asymmetric methods.”28 Russia’s integrated 

strategy of using information warfare early and often is indicative of the fact that it makes no 

distinction along the spectrum of conflict as to when information operations are employed. 

Russia takes the approach that the holistic use of information operations is a valid and valuable 

counter to the United States’ asymmetric advantage in conventional military power. Russia does 

not view the current world order as beneficial to its interests and is more willing to accept risk in 

its disruptive approach.29 Russia does not wield the same economic and political clout as China, 

and it acts aggressively in cyberspace and the information environment to offset its weaker 

political and economic position.30  

 Russian information warfare provides examples of numerous capabilities and actions in 

cyberspace and the information environment and how these capabilities are integrated. Russian 

offensive cyber operations consist of combinations of high volumes of brazen cyber-attacks 

along with highly sophisticated and technically advanced persistent threat attacks. Russian 

activities in cyberspace and the information environment include the implanting of malicious 

software (malware) for information gathering (e.g., Solar Winds), use of ransomware for 
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financial gain (e.g., the Colonial Pipeline attack), dissemination and reinforcement of 

propaganda and disinformation using bots and false personas on social media (e.g., Fancy and 

Cozy Bear), and the use of media outlets, such as the Russian Times. Russia’s propaganda is 

overwhelming in volume and employs combinations of outright disinformation with more subtle 

and ambiguous misinformation distributed by an array of actors in cyberspace.31 The Russian 

“firehose of falsehood” for propaganda is consistent with its overall cyber and information 

operations approach.32 Russia has multiple operational elements capable and authorized to 

execute offensive and defensive cyber operations as well as information warfare operations in 

the cyber domain. Russian cyber activities are associated with four primary elements within 

Russia. Each element has an area of focus and specialization. However, due to the holistic 

approach Russia takes with information operations and cyber activities, there is some inherent 

overlap that can sometimes result in inefficiencies and the activities of one element interfering 

with the activities of another. Russia seems content with these perceived inefficiencies as 

worthwhile tradeoffs for the advantages of wide-ranging and high-volume activity against the US 

and other adversaries. 

The Main Directorate of The General Staff  

The Main Directorate of The General Staff (GRU) is Russia’s military intelligence 

agency. It is often characterized by brazen and aggressive operations, including hack and dump 

attacks against political targets in the United States and Europe.33 In addition to information 

gathering by penetrating networks and databases, units of the GRU have also been responsible 

for the delivery of malicious code, or malware, as in the NotPetya Attack of 2017 and numerous 

Ukrainian targets in 2016 which ultimately spread to countries and businesses beyond Ukraine.34 

Along with cyber-attacks to penetrate and compromise networks to steal information and deliver 
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malware, other elements of the GRU are responsible for psychological operations, including the 

spreading of misinformation and disinformation online via social media and news sites.35 

The Federal Security Service  

The Federal Security Service (FSB) is a Russian domestic security agency responsible for 

counterintelligence operations and internal security for the Russian government. Its mission 

includes monitoring domestic civilian hackers and foreign cyberattacks against Russia. In line 

with Russia’s broad approach to cyber operations and information warfare, the FSB has also 

expanded into foreign intelligence collection and offensive cyber operations in a defend-forward 

tactic. The FSB has the ability to develop advanced malicious software, and there is evidence 

that it was responsible for a 2017 hack of Yahoo and an overarching focus on the penetration of 

infrastructure and energy sector targets, as well as state and local government targets, likely to 

deliver malware that can be used in future attacks. Additionally, the FSB works closely with 

civilian hackers to augment staff and operations. 

The Internet Research Agency 

 One civilian organization with strong links to Russian sanctioned cyber operations is the 

Internet Research Agency (IRA). While a private company, it is funded by a Russian oligarch 

known to back the Kremlin. The IRA is a significant player in spreading Russian disinformation 

and propaganda, primarily through internet trolls and bots on social media.36 A report provided 

to the Senate Select Committee on Intelligence (SSCI) estimates that during the 2016 election, 

the IRA directly reached as many as 30 million individual users in the United States on Facebook 

and Instagram. IRA messages were then shared, reaching as many as 126 million additional 

users.37 
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The Foreign Intelligence Service  

The Foreign Intelligence Service (SVR) is Russia’s civilian foreign intelligence branch. It 

collects foreign intelligence using human intelligence, signals intelligence, and various cyber 

methods. Unlike the brazen operations of the GRU, the SVR emphasizes secrecy and detection 

avoidance. The SVR is an Advanced Persistent Threat (APT) in that they seek to collect 

intelligence using high levels of technical expertise to gain and retain long-term access inside 

compromised networks. Elements of the SVR, known variously as APT29, Cozy Bear, and the 

Dukes, have been associated with numerous clandestine cyber operations. The most notable of 

these, referred to by some security officials as a kind of Cyber Pearl Harbor, was the SolarWinds 

attack against US Government computer information systems. 

Us Susceptibility to Information Warfare Attacks 

 Many variables contribute to US susceptibility to information warfare and cyber-attacks. 

However, this section discusses the primary conditions that render information warfare and 

cyber-attacks conducted by foreign adversaries against the United States particularly potent and 

difficult to defend. First, foreign adversaries exploit foundational US legal protections intended 

for US citizens. Second, adversarial actors are increasingly skilled at leveraging technology to 

enhance psychological warfare techniques. Finally, advances in technology have led to a society 

increasingly dependent on digital technology providing endless targets and opportunities to 

exploit the natural tendencies of human psychology, US legal protections, and critical 

infrastructure and key resources.  
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US Legal Protections  

 The United States prides itself on the protection of civil liberties, open public dialogue, 

and free and fair elections. These elements are interwoven and necessary to a well-functioning 

liberal democracy. The First Amendment of the US Constitution protects freedom of speech, the 

press, and assembly, and the Fourth Amendment protects against unreasonable search and 

seizure by the government. Political speech is the most protected form of speech under the First 

Amendment, and laws that regulate it are subject to the highest level of scrutiny.38 The First and 

Fourth Amendments are foundational to the civil liberties of the citizens of the United States, but 

they offer protection to enemies of the United States who exploit the free flow of information 

and ideas provided by our society. The US legal framework designed to protect Americans 

restricts the United States’ ability to counter information warfare and cyber-attacks.39 Guarding 

national security without undermining US civil liberties is a difficult balance to strike.    

Psychological Susceptibility to Propaganda, Misinformation, and Disinformation 

 Adversarial actors are increasingly skilled at leveraging technology to enhance 

psychological warfare attacks that are particularly difficult to defend. Information warfare 

exploits an audience’s biases and preconceived notions, reinforcing what they want to hear, 

playing on existing fears, and casting doubt on counter-narratives.40 Past oversteps in US 

authority resonate in the consciousness of the US population and raise fears of future 

governmental overreach. 41 Russian information campaigns incorporate these fears in their 

propaganda to undermine confidence in US institutions and stimy unified efforts to combat 

Russian information warfare and cyber-attacks. Information warfare attacks are designed to 

inflate this fear and overwhelm an audience with sheer volume, whereby competing messages 
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are drowned out, and the quantity of reinforcing sources of information adds credibility to the 

message, regardless of its accuracy.42  

For example, Russian propaganda is described as a “firehose of falsehood.”43  Russia’s 

approach is predicated on a 1) high volume of information, 2) rapid, continuous, and repetitive 

dissemination of a message, 3) a lack of commitment to objectivity, and 4) a lack of consistency. 

First, Russian actors like the IRA’s army of trolls and bots distribute a high volume of 

information across information channels, such as the internet, social media, radio and television. 

The information is disseminated rapidly, continuously, and repetitively. The speed, volume, and 

multiple avenues of dissemination often lead to discrepancies in a unified message, but this is an 

accepted characteristic of Russian propaganda. So long as propaganda is carried out along 

loosely defined themes to sow dissent, increase polarization, or undermine confidence, Russia 

accepts the lack of consistency in exchange for speed and volume of messaging.44  

Russian information warfare is designed to exploit basic psychological traits. Multiple 

sources of information are viewed as supporting evidence for each other, especially when the 

same conclusion is presented as having been reached from multiple arguments. Additionally, by 

using bots and false personas, Russia can deliver messages that appear to come from within a 

social group and from the perspective that the receiver already agrees with on other topics. If it 

appears that many people within a social group already believe a given piece of information, the 

more likely other members of that same group will be to believe the information, regardless of 

voracity. Russian propaganda’s rapid, continuous, and repetitive nature also plays on the 

resiliency of first impressions, the impacts of repeated exposure, and confidence in and 

favoritism for familiar information.45 
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The Russian information operations during the 2015-2016 election cycle are prime 

examples of cyber based information operations and political warfare. The 2016 election 

interference undermined confidence in US elections and institutions by highlighting and 

amplifying the perception that democratic institutions are corrupt and untrustworthy.46 These 

effects were exacerbated when Russian activities received mixed, politically motivated responses 

within the United States, with some US officials condemning Russian interference and others 

downplaying the interference to leverage the politically advantageous information revealed by 

the attacks.47  Foreign information warfare hit its disruptive stride within this environment of 

domestic political debate and maneuvering, protected by US laws and customs and amplified by 

communication technology.  

Technology-Based Vulnerabilities  

 The information revolution brought significant and continuous developments in 

information and communication technologies. Technologies used to increase convenience and 

accessibility have also increased the vulnerability of information to worldwide attacks. 

Networked technologies for communication, entertainment, banking, industry, and national 

defense, to name but a few, exponentially increase the opportunities and methods for state and 

nonstate actors to gain an advantage in the information age. Whether by stealing or 

disseminating information, disrupting services, or exploiting vulnerabilities for financial gain, 

the many advantages of networked technological advancements have also exposed individuals 

and institutions to threats that know no geographic boundary, operate behind the veil of cyber 

anonymity, and prey on ubiquitous dependence on digital technology.48 Every online system is 

another opportunity to exploit a weak password, un-updated security patches, or inherently weak 

programming or system architecture. The number of networked systems and devices used by 
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people, governments, and industries has increased the targets and opportunities to exploit the 

natural tendencies of human psychology, US legal protections, and critical infrastructure and key 

resources. 

SolarWinds – A Case Study in the Confluence of Information Warfare and Cyberwarfare  
 

  The events surrounding the SolarWinds cyber-attack provide an informative case study 

of the effectiveness of gray zone warfare tactics and the exploitation of US legal protections, 

technological opportunities, and psychological traits present within American society. Even after 

the United States discovered and eliminated the SolarWinds cybersecurity threat, Russian 

information operations capitalized on opportunities to exploit partisan divides, sow discontent, 

and undermine democratic institutions by leveraging messaging platforms established and 

protected within the US framework of free and protected expression. 

 The SolarWinds attack disclosed in December 2020 was one of the most sophisticated 

and large-scale cyber operations ever identified.49 Approximately 18,000 private and public 

sector victims downloaded infected software between March and April 2020. A joint statement 

from the Federal Bureau of Investigation (FBI), Office of the Director of National Intelligence 

(ODNI), and National Security Agency (NSA) described the attack as “an Advanced Persistent 

Threat (APT) actor, likely Russian in origin” responsible for cyber compromises of both 

government and non-governmental networks.50 The ambiguous characteristics of gray zone 

conflict, information operations, and cyberattacks left US officials wanting to convey the 

severity of the Russian attack in terms the American public could conceptualize, resulting in the 

SolarWinds attack being described as a Cyber Pearl Harbor. 51   
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 However, the information environment within the US had already been shaped by 

Russian information campaigns well before the SolarWinds attack. Russian information 

operation campaigns and hacking attacks exacerbating and amplifying partisan divides in the 

2015-2016 election cycle continued through the mid-term elections of 2020. These events were 

made public by the intelligence community. Domestic figures attempted to capitalize on these 

attacks and employed the Cyber Pearl Harbor analogy to describe alleged interference in election 

machines to question the 2020 election results.52 

 In this heightened cyber threat environment against the background of an American 

public contending with worsening political polarization, the Russians further benefited from the 

SolarWinds attack when a debate arose over the use and efficacy of the Cyber Pearl Harbor 

analogy. 53 An open discourse, necessary in a democratic society, ensues regarding the nature and 

severity of the threat and its implications when an article, “The Cyber Pearl Harbor That Wasn’t” 

is published by scholars within the United States discussing the dangers and misuse of the Cyber 

Pearl Harbor analogy for addressing threats in cyberspace. Selective parts of this free and open 

discourse are integrated into Russian information operations when the article is picked up and 

posted in December 2020 by the Strategic Culture Foundation, an online site controlled by the 

Russian SVR, ostensibly as part of the ongoing Russian campaign to downplay the threat of their 

activities and undermine US response efforts.54  

 By early 2021, the US Treasury Department named the Strategic Culture Foundation and 

15 other websites in its “Assessment of Foreign Threats to the 2020 US Federal Election.”55 In 

response, conservative US websites not affiliated with Russia or its proxies respond that the US 

Government is attacking independent journalism and political dissent.56 The US government’s 

attempt to limit foreign agent media outlets is portrayed as an attack on independent journalism 
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and political discourse, reinforcing Americans’ fears of government overreach and further 

undermining confidence in crucial US institutions.57  

 The events surrounding the SolarWinds attack are significant in that the actions and 

second and third-order effects were neither choreographed nor premeditated. Instead, the 

Russians exploited American society’s interconnected and polarized nature, free speech, political 

rivalry, and partisan divides. The far-reaching connections of information technologies enhanced 

the opportunities for exploitation within a society that promotes freedom of expression and the 

protection of individual liberties. In the natural and necessary interactions and frictions between 

domestic groups in a liberal democracy, foreign actors found fertile ground to sow discontent 

and exploit confusion. Meanwhile, because of the nature of the threat and the environment, the 

US government’s efforts to convey the attacks’ severity to the American public were 

undermined, limiting the United States’ capacity to respond effectively.  

Recommendations 

 

 There is no single solution to a problem as complicated as defending the United States 

against cyberattacks and information warfare attacks. US policymakers and national security 

professionals must develop and implement targeted countermeasures designed to address the 

vulnerabilities in legislation, policy, technology, and human nature that malevolent actors 

exploit. The following categories must be considered when developing solutions to combat 

threats and attacks in the information environment and cyberspace.    

Legislation and Policy   

 To combat threats and attacks in the information environment and cyberspace, US 

officials must address legislation and policy governing surveillance activities by law 
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enforcement and intelligence communities to strike the appropriate balance between granting of 

authority and oversight. Executive Order 12333, the Patriot Act, the USA FREEDOM Act, and 

FISA are government measures that sought to strike a balance between security and liberty. 

Executive Order 12333 governs the conduct of American intelligence activities and specifies the 

circumstances in which intelligence agencies can engage in foreign intelligence surveillance 

outside the United States. 58  It serves a vital role in oversight of the intelligence community. It 

requires intelligence agencies to execute their missions “in a vigorous, innovative, and 

responsible manner consistent with the Constitution and applicable law and respectful of the 

principles upon which the United States was founded.”59 Conversely, the Patriot Act, which 

granted law enforcement more powers to prevent terrorist attacks, has been criticized as an 

overbroad law that weakened American civil liberties for reasons unrelated to fighting 

terrorism.60 Any new legislative or policy changes in the complex environment of cyberspace 

and information warfare must be narrowly tailored to balance national security with civil 

liberties through proper oversight and enforcement to withstand strict scrutiny review. However, 

they must still account for foreign adversaries’ unprecedented volume and sophistication of 

targeted information warfare campaigns. The level to which malevolent actors can manipulate 

the presentation of information to specific, targeted audiences in the echo chambers of social 

media is unprecedented in human history. Further, the response to public fear or mistrust of 

government overreach cannot result in a backlash that hamstrings national security and law 

enforcement efforts. These solutions must be specific, technically accurate, and narrowly focused 

to meet the challenges of defending against attacks in cyberspace and the information 

environment. As we have seen in the past, the potential for abuse exists, but the answer is better 

oversight, not complete elimination of legal authority. The House and Senate Oversight 
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Committees on Intelligence, FISA Courts, public watchdogs, and whistleblower protection 

policies all contribute to the checks and balances necessary to uphold US national values while 

protecting US national interests.  

 US officials must consider enacting legislation and policy solutions to combat threats and 

attacks in the information environment and cyberspace. These measures could include 

regulations restricting foreign adversaries’ abilities to interfere in the electoral process, such as 

by requiring that any paid political advertisements on social media include a clear statement of 

who paid for or is disseminating a message, similar to the requirements for traditional media.61  

Additionally, Congress should consider legislation to codify the application of the Third Party 

Doctrine, which allows the government access to personal information that has been shared with 

a third party and is an important tool for combating threats in the information environment but 

has come under judicial scrutiny.62 Further, the US legislative and policy framework should 

make distinctions between the methods of intelligence gathering (e.g., electronic surveillance, 

collection of metadata, monitoring of social media), the context of intelligence gathering (e.g., 

for law enforcement, national security, wartime, peacetime, counter-terrorism efforts), and 

finally the targets of intelligence gathering (e.g., China, Russia, nonstate actors).63 Finally, 

although political pressure and social responsibility have encouraged online platforms like 

Facebook, Twitter, and Google, to alter their platforms to combat fake news, the government 

could require online platforms to provide specific information to its users as an additional tactic 

to respond to the disinformation threat. 64  

Technology 

 In addition to legislative and policy measures to address threats and attacks in the 

information environment and cyberspace, the US must seek superiority in cyberspace and the 
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information environment through information technology research and development. This 

solution is simple in concept but highly complex in execution, and it involves the development 

and advancement of a wide array of related technologies. Artificial intelligence and machine 

learning are critical to processing the vast amounts of data necessary to identify and defend 

against threats in cyberspace. Advances in cryptology will be necessary to protect information 

and give the United States access to enemy information. Quantum computing opens new 

possibilities for encryption and decryption of information. Government agencies may be at the 

forefront of leading these efforts, but they will be unable to accomplish these tasks alone. 

Partnerships with private industry are critical for developing technologies and executing 

strategies to defend US institutions and critical infrastructure. Finally, the United States must 

continue to leverage the expertise of private industry for the mitigation and detection of 

malicious cyber activity, just as the Cyber Security & Infrastructure Security Agency has 

partnered with private security companies like FireEye and the MITRE Corporation.65 

Reducing the Efficacy of Information Warfare Attacks 

 Attacks exploiting psychological vulnerabilities are challenging to defend. Examples 

include attacks designed to overwhelm an audience with sheer volume, whereby competing 

messages are drowned out, and the number of reinforcing sources of information adds credibility 

to the message, regardless of its accuracy.66 Information warfare plays on an audience’s biases 

and preconceived notions, reinforcing what they want to hear and casting doubt on counter-

narratives.67 Complete elimination of psychological vulnerabilities to propaganda and 

information attacks is unattainable. Nevertheless, the United States can take steps to reduce the 

efficacy of information warfare attacks drastically.  
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 First and foremost, the United States must continue to promulgate accurate and credible 

information to expose and counter disinformation and misinformation campaigns. The success of 

any counter-messaging campaign relies upon the production of credible, consistent, and 

voluminous counter-speech. To that end, the US government and national security apparatus 

must be viewed as credible sources, and the US must safeguard its reputation as stringently as it 

safeguards data and critical infrastructure.  

 While the United States has viewed counter-speech as the best weapon against 

propaganda and false information, psychological studies on how people receive and process 

information cast doubt on the validity of these assumptions.68 Confidence in the efficacy of 

counter-speech assumes people can discern between true and false information, that more 

information is always better, and that there will be as much valid information as false 

information in a person’s environment.69  

The thought is that the American public, provided with full access to information from all 

sides in a debate or issue, will be best placed to identify false information and inconsistencies 

and choose the course of action best for themselves and the country. The problem with this belief 

is that it rests on several assumptions that may not be true in general and, more specifically, may 

not be accurate in a modern networked communication and social media environment. Therefore, 

the United States must educate the population on the nature and elements of malicious 

information warfare to inoculate the US public against the effects of propaganda, disinformation, 

and misinformation. 70 US officials should consider developing a digital literacy plan for 

implementation across the US to teach the public how to recognize deepfake videos and exercise 
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critical-thinking skills, such as those used by Scandinavian and Baltic countries to combat 

Russian propaganda.71   

Conclusion 

 

 The ambiguous and opaque nature of information warfare tactics in cyberspace and the 

modern information environment increases the complexity of responding to gray zone conflict 

tactics employed against the United States by state and nonstate actors. The emphasis that the 

United States places on protecting freedom of expression and privacy creates an environment 

that offers protections to US adversaries conducting information operations while simultaneously 

making the US public fearful of security solutions perceived as threatening those freedoms. The 

result is that information warfare attacks intended primarily to undermine confidence in US 

institutions and sow discontent have the secondary effect of hindering the United States’ ability 

to respond to the attacks. The United States must ensure that solutions strike the appropriate 

balance between liberty and security to maintain public trust while defending national interests. 

Therefore, the United States must protect its interests and uphold the values and institutions of 

democratic governance through proactive, rational, and unbiased security policy and oversight, 

technology advancements, and digital literacy education and public awareness. 
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